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Introduction

Radar and electronic warfare (EW) system characterization can be a daunting task because of 
the many modes these systems employ. Varying pulse widths, repetition intervals, modulation 
formats and frequency agility are just some of the signal parameters that must be validated 
prior to weapon system deployment. Especially important are timing relationships during 
threat-response interactions.  It is critical for the system engineer to not only  precisely 
measure the time it takes for a radar warning receiver to recognize a possible threat, but also 
how long it takes  the system to generate an appropriate response.

The overarching measurement problem is this: RF interference, stray emissions from known 
devices or enemy transmissions are not always easy to capture with traditional measurement 
tools. These “culprits of interest” are often unpredictable. We do not know when they will occur, 
where they will appear or how long they will last. In order to fully understand the true nature of 
these interfering signals, many seconds, minutes or even days of record time may be required 
to guarantee that 100% of the event is captured. With the advent of high-speed digitizers 
and modern digital interfaces, turn-key RF recording systems are now a commercial reality, 
providing actual data from mission day interactions. Such data sets provide system engineers 
undeniable proof of what happened. Furthermore, the same data set can be used to stress and 
margin test designs prior to deployment using playback functionality. 

This application note will examine some of the challenges and considerations a system engineer 
should consider when developing an RF streaming and recording solution. The system engineer 
can create data sets that record the complex RF interactions during the mission and later use 
these data sets as comparative data for future missions.  In other words, one may reasonably 
answer the question “have the radar signatures changed?”
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Challenges in RF Streaming

RF Streaming Overview
Before examining the challenges in RF streaming, it is instructive to review how recordings 
lead to actionable information. The RF envelope is always expressed in terms of  baseband IQ 
data samples.   To go from RF to baseband, most  signal recording systems  use an external 
downconverter, which in our case is the UXA with real-time spectrum  analysis.  Some systems 
record at either RF for IF,  necessitating  digital down conversion to baseband. Whether the 
down conversion occurs digitally or using RF circuitry, Figure 1 below highlights the process 
for turning large volumes of raw IQ data samples to mission data file (MDF) entries or pulse 
descriptor words (PDWs).

Figure 1. RF energy is first stored as IQ samples where DSP tools are used to identify and demodulate 
signals of interest. These stored IQ samples can also be used for signal playback or combined with other 
signal files for scenario simulation.
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RF streaming is big data. With 16 bit resolution on I and Q, streaming 100 MHz of IQ bandwidth 
for just 10 minutes would create 300 GB of data. Modern RF streaming applications routinely 
require bandwidths in excess of 200 MHz. The data recorder must never drop samples during 
the recording process. All links in the signal processing chain must keep up. Post-processing 
analysis tools must allow the engineer to quickly locate just those portions of data most 
important to the mission, sometimes akin to finding a needle in a haystack.

Thanks to modern digital interfaces and fast solid state disk drive technology, recordings can 
be streamed directly to disk from the digitizing hardware. Wider streaming bandwidths require 
the data stream be split and fanned out in order to slow down the individual write rates to each 
disk. The parallelization of data writing (and reading) is a storage management technique for 
a Redundant Array of Independent Disks (RAID). As mentioned before, each link in the chain 
of the RF streaming solution must keep up in order to not drop samples. A high-level view of 
the interconnections between the RF input and the ultimate data storage is shown below in 
Figure 2. At the heart of the system is the FPGA which configures the system for recording (or 
playback), manages the IQ sample routing to the RAID controllers, and associates metadata 
with particular IQ samples.

Figure 2. Each link in the streaming solution is designed to meet or exceed data throughput requirements
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Pre-mission considerations

RF streaming collection model
In preparing for a streamed RF recording on mission day, the system engineer needs to consider 
the recording environment. Will the data collection be performed by an on-site operator or is 
the location inaccessible to range personnel? An on-site operator will need to become familiar 
with the setup and interconnections on the recorder, along with any key test points on the EW 
system (e.g. antennas, coupled outputs, triggers, etc.) Another consideration is whether the 
IQ data collection system will be mobile or at a fixed site. In either case, the engineer should 
determine how much AC power is required. For locations with unreliable power or occasional 
surges in line voltage, a Universal Power Supply (UPS) may be required. Even in locations with 
access to reliable power and an experienced operator, remote programmatic control of the 
recording system may be warranted. Operators often have many other duties besides recording 
the RF environment. Lastly, to avoid mechanical damage, the equipment needs to be secured in 
a way to avoid excessive shock or vibration.

Figure 3 below is an example of a recording environment where all the above issues will come 
into play. In this case, the RF streaming solution will be on-board the Northrop Grumman E2-C 
Hawkeye surveillance aircraft, with a mission of recording the RF interaction between the 
interceptor aircraft radar (blue) and the UAV jammer (red). The data collected will also include 
the two surveillance radar signatures (blue) occurring in the background.

Figure 3. An RF streaming solution is placed on-board an E2-C to record the interaction between 
interceptor radar and jamming response from the UAV.
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RF streaming requirements
There are four main performance considerations in any RF recording system

 – RF frequency coverage and analysis bandwidth
 – Spurious Free Dynamic Range (SFDR)
 – Record time
 – Metadata inclusion

The first is the amount of bandwidth needed to capture the signals of interest. Even for multi-
channel recording systems, the engineer must determine how much IQ bandwidth is needed 
to capture the signal in its entirety. Extracting pulse descriptor words (PDW) from a signal 
that straddles more than more channel is very difficult. Furthermore, the streaming bandwidth 
should exhibit flat amplitude response and excellent phase linearity to minimize distortion to 
the data. Poor IF flatness will manifest as poor ACPR or EVM on a communications signal or 
phase errors on chirped radar pulses.

The second determinant in recorder selection is spurious-free dynamic range (SFDR), which 
represents the lowest amplitude signal that may be discerned from a large interfering signal.  
As defined by the ratio between the power of the carrier signal and the RMS power of the next 
most significant spurious signal, it represents the sensitivity of the measurement system to 
small signals. In pulse-Doppler radar signal processing, targets are often represented in terms 
of their range and velocity. If the receiver has spurious signals, these show up as spurious 
targets that are often categorized as ground clutter. A solution with high SFDR allows the 
engineer to record the actual RF environment without the limitations of the RF down conversion 
and digitization process. For especially low energy emitters, a preamplifier and preselector 
filter are helpful to measure signals at powers just above kTB.

The recording solution needs to have enough onboard memory to continuously record all 
the events that might occur during the mission. In numerous situations, one does not know 
when a signal will pop up. For example, an IED may be triggered spontaneously by a remote 
cell phone user, or a surveillance aircraft may be only briefly painted by a scanning radar. In 
both examples, we want to capture and record all the radiated energy for post-processing. 
Streaming solutions with limited memory may be acceptable provided they offer high-speed 
interfaces for data offload between recordings.

Suppose a high fidelity data recorder is on a mobile unit and an RF event happens en route. 
Exactly where and when did it happen? To facilitate the answers to these questions, we would 
like to tag the data with precise date, time and geographical information. Furthermore, if there 
are digital inputs that are triggered at the moment of an event, we would need to capture these 
as markers. Such metadata allows the engineer to fast-forward through the data set so they 
can begin analysis at or near these points of interest. We may also store and attach metadata 
on the recording system configuration instrument settings, which can help unravel why a 
particular data collection looks different from one taken a year later.
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Simulating the threat environment
RF streaming on mission day should be, well, boring. In order to complete the RF streaming 
portion of the exercise, the operator needs to collect the required IQ signatures and bring 
these back so the system engineer or signal analyst can begin data analysis.  In this regard, it is 
important to prepare for what you expect to happen, but also to plan for what you don’t. Figure 
4 below illustrates our expected radar-jammer interaction on mission day. Note the timing 
relationship between the Blueforce (blue pulses) and Redforce (red pulses) signatures. Two 
important timing measurements are as follows.

 – The response time between the first Blueforce transmit pulse and the first reply by the 
Redforce jammer.   

 – The reaction time of the Redforce EW system, between when the Redforce radar warning 
receiver (RWR) recognizes a potential threat and its first reply.  

A live measurement cannot be performed on mission day, since this would require access to the 
Redforce EW system test points. However, this measurement can be performed in a chamber if 
both Redforce and Blueforce systems are available.

Figure 4. Radar-Jammer response timing. Blueforce initiates pulses which are detected by the Redforce 
RWR. The Redforce then initiates a credible jamming signal as quickly as possible. Both Redforce reaction 
times are critical measurements. 
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Figure 5. Example setup to simulate the Blueforce (Radar) and Redforce (Jammer) timing and event 
recording. The IQC5255B recorder accepts both marker and trigger inputs from the signal generators, 
along with high-speed LVDS IQ data from the UXA signal analyzer.

These emitters and their relative timings may be simulated by combining the RF outputs of 
two precision signal generators and feeding their combined output to the receiver of the RF 
streaming system. This is shown below in Figure 5 with the environment simulation on the left 
and the RF streaming solution on the right. The initial Blueforce and Redforce pulses can be 
time tagged by connecting the trigger outputs from the RF signal generators to the marker 
inputs of the IQC5255B recorder streaming solution. On mission day, other advanced markers 
can be inserted, such as a trigger that fires when the envelope power exceeds a specified 
threshold. Alternately, event markers may be inserted into the IQ data stream when power is 
detected at specific frequencies using frequency mask triggering. Lastly, to provide situational 
awareness of the recorder relative to the two emitters, geo-position tags using IRIG-B GPS may 
also be added to the data stream.

Mission Day Collection

Once the RF streaming solution has demonstrated its capabilities in meeting mission 
parameters in the lab, it is time to take the system to the range. Range day testing is some 
of the most expensive for EW and radar system validation. For this reason, it is important to 
perform a few short test recordings prior to the actual mission. This ensures not only that 
the RF streaming solution is properly configured, but that all of the emitters on the range are 
operating and performing as expected. It is a costly mistake to create a Terabyte of data only to 
learn back at the lab that one of the test emitters was never activated.  

A quick functional test typically involves a calibrated signal generator with known frequency 
and amplitude connected directly to the recording system. The same signal generator may be 
used in place of the emitters to measure and validate path losses through the required cables, 
couplers and antennas on the range.

If the mission requires more data than the available recorder memory, we will need to off-load 
their data sets to make additional room. Data off-load speeds depend on both the interface 
and the target device. With the advent of PCIe Gen3 in 2010, sustained data rates of 6 GB/s are 
commonly available today. To accommodate this huge flow of data, the target disk drive must 
be a RAID as opposed to a single HDD.
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Post-mission Analysis and Simulation

After data has been collected, questions abound. What happened on mission day? Did we 
get good data? Did our system perform as expected? Were there any obvious RF anomalies 
or any emitters in the environment we did not expect? Modern signal processing tools help 
answer these and other questions. Figure 6 below shows the magnitude response of a 3 second 
interaction between the interceptor radar and the jamming response. Note the relatively short 
duration of the interaction compared to the other scanning radars in the background.

Figure 6. Magnitude profile of RF environment during radar-jammer interaction. The top yellow trace is the 
maximum value of the magnitude response while the lower green trace is the RMS value.

By zooming into the time domain profile of the Blueforce/Redforce interaction, it is easy to see 
the relative timing between the first Blueforce pulse and that of the Redforce (Figure 7). Precise 
measurement of the timing relationship between the two emitters can be made with plot 
markers. Also note the signal anomaly that appears after the fifth Blueforce pulse. The question 
for the system engineer to determine is whether the anomaly is radiating from the Blueforce 
aircraft or the Redforce.

Figure 7. Successive zooming on the time domain plots can reveal signal details down to the sample level.
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Figure 8. Persistence density plot of emitter jammer interaction.

Figure 9. Joint time-frequency (spectrogram) plot to understand the dynamic nature of signal behavior.

Once a time segment has been identified for study as in Figure 7 above, the interaction can be 
replayed in both frequency and spectrogram (joint time-frequency) domains for visual inspection.

Areas of interest may be further analyzed by Keysight’s 89600 VSA (vector signal 
analysis) software. Detailed pulse parameters, pulse statistics and pulse trends can 
be automatically calculated to understand how actual results compare against design 
expectations. Automatic signal type detection allow the user to classify pulses as CW, 
linear FM, triangular or Barker Coded emitters. A summary of the pulse signals contained 
in the zoomed time range above is shown below in Figure 10.

Figure 10. Automatic pulse parameter calculation speeds validation of PDW performance against 
design objectives.
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Figure 11. Time domain plot of the IQ data extracted from original data set using the MATLAB class definition

Many EW engineers have developed custom signal processing algorithms in Matlab, allowing 
data analysis capabilities beyond those presented in VSA or Spectro-X. MATLAB class 
definitions facilitate working with very large data sets. As most users will know, MATLAB is 
only able to act on data that is resident in system memory. This works well for data sets small 
enough to fit within the confines of today’s typical workstation with 8, 16, or even 32 GB of 
system memory. However, recording solutions that capture wideband RF signals with long 
durations have file sizes that can easily reach 100’s of GB or 10’s of TB, making it impossible 
to load all of the data into the PC’s system memory at the same time. A class definition 
provides methods to access smaller, more manageable pieces of data, thereby allowing 
users to dynamically read a subset of IQ samples into system memory. Users can read IQ 
data as complex samples, integers and volts IQ. Metadata may also be read into the MATLAB 
environment allowing the signal analyst to associate markers, sample rate, start time and scale 
factor with the imported data set. Figure 11 below is an example of the data in Figure 7 plotted 
using the MATLAB class definition.

Using the spectrogram function in the signal processing toolbox, we can reproduce the time-
frequency plot shown above, but in 3-D. Below, we indicated to the signal anomaly with a marker. 
This is likely a numerical artifact, as we find it shows up at  the frequency limit of –100 MHz.

Figure 12. Spectrogram plot of emitter-jammer interaction.
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Accelerating Time to Answer in RF Streaming

To understand the true nature of signal interactions and to capture RF emitted energy in its 
entirety, many radar and EW system validation engineers are turning to RF streaming and 
recording solutions. The Keysight UXG and MXG signal generators can be used to rapidly 
simulate and prototype mission day signal environments. Using trigger and marker I/O 
between these instruments, the designer may simulate the precise timing for deterministic 
threat-response scenarios. On the signal collection side, the Keysight UXA signal analyzer can 
continuously stream up to 255 MHz of IQ data to an X-COM Systems IQC5255B recorder to 
capture hours of unique RF interactions. With the UXA’s 78 dB of spurious-free dynamic range 
and RF frequency coverage to 50 GHz, designers can record the most demanding RF signal 
scenarios. The resultant large IQ data sets can be analyzed using X-COM Systems’ Spectro-X 
software in multiple domains to quickly identify time segments of interest. These time segments 
can then be quickly exported to Keysight’s 89600B VSA software for more detailed pulse 
analysis or custom processing using MATLAB.  

Conclusion

RF streaming provides system engineers undeniable proof of what happened over long time 
durations. Keysight and X-COM Systems have teamed to develop a wideband, integrated 
solution that offers exceptional fidelity (SFDR and IF flatness), IQ data resolution, analysis 
bandwidth, RF frequency range and gap-free recording capacity. While other vendors offer 
all-in-one packages as well, the X-Series signal analyzers and IQC5000B recorders offer 
the highest recording performance in the industry. Furthermore, with software tools such as 
Spectro-X, 89600 VSA software and MATLAB, users can accelerate their time-to-answer to 
reduce overall costs.

Related Information

1. Brochure: Keysight UXG Agile Signal Generator, 5992-0091EN 
2. Brochure: Keysight UXA X-Series Signal Analyzer (N9040B), 5992-0089EN
3. Brochure: 89600 VSA Software, 5990-6553EN
4. Selection Guide: Spectrum Analyzer and Signal Analyzer, 5968-3414E
5. Brochure: X-COM Systems IQC5000B http://www.xcomsystems.com/  
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