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Introduction

This document describes the capabilities of using FieldFox with mass storage devices. FieldFox analyzers 
come equipped with sufficient internal memory for most applications, but it is convenient to be able to use 
external storage devices such as USB flash drives for record keeping, transferring files, or copying limit lines, 
masks or cable correction files between multiple analyzers.  Industries such as the aerospace and defense 
sector will often limit the use of standard USB flash drives for security reasons. This document describes in 
detail the types of mass storage devices that could be used with FieldFox analyzers.

Terminology
The terms USB storage device, USB device, USB stick, thumb drive, and flash drive are used 
interchangeably. 

 – FAT32: File Allocation Table, 32-bit
 – ExFAT: File Allocation Table Extension
 – NTFS: New Technology File System

This document references Keysight FieldFox analyzers with the original CPU versus Keysight FieldFox 
analyzers with the newer, faster CPU or CPU2. FieldFox analyzers shipped after August 2016 included a 
newer, faster CPU, however older units could have been upgraded. To verify the CPU version of the FieldFox 
analyzer, check the firmware using the steps listed below.

[System] {Service Diagnostics} {System Information} {BIOS Rev}

Analyzers with the original CPU will state 2.4.0.

Analyzers with the newer, faster CPU will state CPU2.
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Use of USB flash drives or SD cards with FieldFox
Most USB flash drives can be used with FieldFox without any issues. Since FieldFox was 
introduced, most users have been able to operate FieldFox with their choice of a USB 
flash drive without encountering any problems. There are, however, some restrictions 
with use of USB flash drives that users should be aware of. These are listed below.

 –  NTFS is not supported on FieldFox. Windows CE does not support NTFS.

 –  FieldFox with original CPU: Can use FAT32 formatted only. Cannot use ExFAT. ExFAT 
may occasionally work (more likelihood if FieldFox firmware revision is A.08.xx), but 
there are no guarantees.

 –  FieldFox with CPU2: Can use both FAT32 and ExFAT.

ExFAT allows for more than 32 GB of storage. Please note that it is rare that more than 
32 GB of storage is needed when using FieldFox.

Table 1 lists a few sample file sizes created by FieldFox, and the number of files that can 
be saved in the internal memory or on an external 32 GB storage device.

Measurement settings File size Approximate number of files that can 
be saved internally in FieldFox (4 GB)

Approximate number of files that can 
be saved on a 32 GB USB flash drive

CAT mode, 401 points, DTF 20 KB 209,000 1,455,000

VNA mode, All four S-parameters, 1601 points 130 KB 32,000 223,000

SA mode, 401 points, 50 GHz sweep, one trace 137 KB 30,000 212,000

SA mode, 401 points, 50 GHz sweep, four traces 142 KB 29,000 204,000

SA mode, 1000 traces, recording (AutoSession) 1610 KB 2,000 18,000

SA mode, 1000 traces, recording (csv) 3171 KB 1,000 9,000

Channel Scanner, 20 channels 144 KB 29,000 202,000

The amount of storage space in your FieldFox can be viewed via the system menu:
[System] {Service Diagnostics} {More}. Read the Storage value.

Keysight has verified that both USB and SD storage devices with up to 64 GB of memory function with FieldFox. 
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Hardware Encrypted USB Drives

The following two hardware encrypted USB drive models have been tested with FieldFox 
and their functionality verified.

Please note that if the 64 GB or 60 GB models are purchased (or any model with storage 
greater than 32 GB), the flash drives are formatted as ExFAT and can only be used with 
FieldFox’s CPU2, as mentioned previously.

The expectation is that other encrypted USB drives will also operate with FieldFox.
Both these drives, by default, come formatted as NTFS. They must be reformatted to 
FAT32 or ExFAT in order to be used with FieldFox. The formatting can be done using a 
personal computer.

Kingston Data Traveler 2000 Apricorn Aegis Secure Key 3.0

FieldFox’s Operating System

FieldFox’s operating system is Microsoft’s Windows CE (Embedded Compact), anywhere 
from 5.0 to 2013 depending on the instrument. Windows CE, as configured for FieldFox, 
is essentially a closed operating system. There is no “file manager” that a user can 
directly access with Windows CE. The only way to access the file system is through 
FieldFox’s firmware. As such, the risk of contamination via a FieldFox is extremely low, as 
no files can be executed on a FieldFox. A file can be loaded onto a FieldFox, but it cannot 
be executed.

There are no plans to migrate the FieldFox platform to Windows 10.
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Disk hardening
On FieldFox analyzers, access to the hardware memory disk via the SD card slot, USB 
port or LAN port cannot be limited. That is, these ports cannot be locked out. However, 
as mentioned earlier, the risk of contamination because of FieldFox is very low, as 
FieldFox’s firmware is the only access point to the disk, and no files can be executed on 
FieldFox.

Writing to DVDs and CDs
Writing to DVDs and CDs is not supported by FieldFox.

Reading from CD-Rs
FieldFox can read data from a USB-based CD-R for loading firmware and license files 
only. It should be noted that:

 –  It is best to use a CD-R that is externally powered, as FieldFox’s USB port cannot 
always support the inrush current needed by the CD-R drive.

 –  Regular instrument states cannot be loaded from a CD-R, only firmware and license 
files.

 –  The CD-R session must be closed before FieldFox can read the firmware. FieldFox 
cannot communicate with CD-Rs that are still open.

Spinning media
Spin-up hard drives can be used to store data. However, a single FieldFox USB port 
generally cannot provide enough power to power up a spin-up hard drive. A user may 
encounter this error when trying to use a spin-up drive powered through a single USB 
port.

Error: [Copy All Files} to [USB] failed. Check storage path.

Alternatives are:

 –  A spin-up drive that is powered independently.
 –  A spin-up drive that uses two USB ports.
 –  Use of a USB Y-cable, which combines 2 USB ports into 1,  

so the power is doubled. Both FieldFox USB ports can be  
used to power the spin-up drive.

 –  A solid state drive (SSD)
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When no storage device is allowed
If no storage device is allowed in the facility and FieldFox cannot be placed on an 
intranet, the alternative solution is to procure a PC that is dedicated to FieldFox.

Interface lockout
FieldFox’s front panel display can be turned off using the SCPI command 
DISPlay:ENABle 0

FieldFox’s front panel can be locked such that none of the soft keys or hard keys func-
tion. The locking can be set using the SCPI command INSTrument:GTR

Rebooting of the analyzer will restore all front panel capabilities, but all settings will be 
set to preset conditions.

FieldFox letter of volatility
The following document lists the security features and volatility information for all 
FieldFox models.

http://na.support.keysight.com/fieldfox/download_files/fieldfox_lov.pdf

http://na.support.keysight.com/fieldfox/download_files/fieldfox_lov.pdf
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