
WHITE PAPER

Reduce Interference Risk in 
Connected Medical Devices 

http://www.keysight.com


 2

A solid coexistence test plan will ensure wireless network reliability 
in the presence of many smart devices and overcrowded radio bands 

Numerous wireless Internet of Things (IoT) and connected medical devices using different protocols 
— including IEEE 802.11, Bluetooth®, and ZigBee® — are clogging radio bands. This overcrowding 
causes all-too-frequent radio-frequency (RF) communications failures, even when signal strength 
seems sufficient. The issue is especially problematic in healthcare environments where dense 
deployments of connected medical devices operating on different bands and radio protocols are  
the norm. These communication dropouts have several causes, particularly poor coexistence. 

Coexistence is the ability of wireless equipment to operate in the presence of other equipment, 
especially devices using dissimilar operating protocols. The only way to ensure efficacious, safe, and 
reliable wireless network performance in healthcare environments is to test for radio coexistence. 
That is often easier said than done.

Real-world example 

Healthcare facilities are among the most challenging radio-frequency (RF) environments in 
the civilian world. Here is why: 

• Countless wireless medical devices, plus smartphones, tablets, wireless computer 
peripherals, and personal wearables, are in use. 

• Many radio protocols are incompatible and do a marginal job of detecting other 
signals. 

• Critical medical applications require complete and uninterrupted connectivity to 
quickly process medical alerts and transfer substantial amounts of data. 

• Any disruption increases risk and can negatively impact patient outcomes. 

For these reasons, coexistence testing is essential, especially in severely overcrowded 
radio environments.
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Why Coexistence Test?
Three key factors drive coexistence concerns: 

• increased use of wireless technology for critical equipment connectivity

• intensive use of unlicensed, shared spectrum

• higher deployment rates of sensitive equipment like intravenous infusion pumps, hearing aids, 
glucometers, pacemakers, and defibrillators

These factors directly impact the reliability of medical device communications.

Coexistence problems exist in many environments. Common electromagnetic interference and 
electromagnetic compatibility (EMC) tests measure only the proper operation of devices against 
fixed standards of emissions across intended and unintended frequencies. Protocol compliance 
tests, such as those from the Wi-Fi Alliance, ensure that networks of devices using the same standard  
can communicate and share the channels, following the rules of that standard. 

However, one problem remains: different standards cannot cooperatively share channels. A 
Bluetooth® device using frequency-hopping spread spectrum, for example, cannot detect and 
understand an IEEE 802.11 transmission using orthogonal frequency-division multiplexing or direct 
sequence spread spectrum modulation on the same frequencies. 

Coexistence among these standards has improved, but many challenges remain. The Bluetooth® 
protocol, for example, can sense which of its frequency-hopping channels are experiencing a high 
error rate and drop those channels from its hopping sequence. However, this indirect channel-
sharing method is only marginally effective in crowded environments where many devices operate.

Coexistence testing 101 

Coexistence testing measures how well a given device (or network) operates in the presence of 
devices using other protocol standards on the same or nearby frequencies. Unlike compliance 
testing, which ensures compliance with a given standard, coexistence testing evaluates the 
performance of a device or network in a mixed-signal environment. 

Without appropriate coexistence testing, the reliability of a connected medical device or network 
operating in electromagnetically dense healthcare environments, with many protocols operating 
simultaneously, would be highly questionable.
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Coexistence Challenges 
Test engineers commonly use three techniques to improve the coexistence of devices and networks: 
physical separation, frequency separation, and time separation. Each faces unique challenges in 
hospitals and other healthcare facilities. 

Technique No. 1: Physical separation

Physical separation improves network operations by reducing the perceived signal strength of two 
radio networks. By placing the two networks in separate locations, each network experiences a 
weaker signal from the other. This increases the probability that they can operate simultaneously 
without errors (Figure 1). One technique used to implement physical separation is the “capture 
effect.” In this technique, a receiver locks onto the stronger of two signals on the same frequency 
while being immune to interference from weaker signals.

Figure 1. Insufficient physical separation causes interference.
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Challenge 

Physical separation works well for some modulation types, but not all. As an example, an FM broadcast 
station may be able to use the same channel used in another town, assuming the stations are at least 
50 miles apart. But this technique does not work well in healthcare environments using the 2.4 GHz 
industrial, scientific, and medical (ISM) band. Although the ISM signal is much lower power and the 
range is shorter than FM broadcast, hundreds to thousands of connected medical devices and other 
IoT devices may be operating on this band throughout a hospital or other medical facility. Therefore, 
it is impractical to expect physical separation to effectively reduce interference. 

Technique No. 2: Frequency separation

Frequency separation improves the performance of mixed wireless networks. When two networks 
operate on different frequencies, this technique reduces interference between those networks, 
regardless of whether they are close to each other

Challenge 

While frequency separation is a valid technique, it is not always effective in the 2.4-GHz ISM band, 
which is occupied by overlapping Bluetooth®, ZigBee, and IEEE 802.11 channels, as shown in Table 1. 

Table 1. 

The Bluetooth® protocol does offer one interference coping mechanism: it drops certain channels 
from the hop sequence when it experiences a high error rate on those channels. This is a 
form of frequency separation. While it is a step in the right direction, it is a reactive technique 
based on the level of errors experienced by the Bluetooth® device. It does not use any intelligent 
agreement between the Bluetooth® and Wi-Fi equipment. Consequently, it is not optimal for 
Bluetooth® networks.

Coexistence may also be challenging at the 5-GHz band. For example, Long-Term Evolution License-
Assisted Access signals reportedly may interfere with Wi-Fi signals in the 5-GHz band.

IEEE 802.11 (Wi-Fi) IEEE 802.15.4 (ZigBee) IEEE 802.15.2 (Bluetooth®)

Non-overlapping channels 
(2.4 GHz)

3 16 79

Bandwidth 22 MHz 5 MHz 1 MHz
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Technique No. 3: Time separation

Time separation is a technique whereby networks send and receive transmissions at various 
times to avoid collisions. This method is possible because most radio networks do not transmit 
continuously but use only small chunks of time to transmit. As the data volume increases, the radio 
channel becomes occupied more often, and simultaneous transmissions and collisions occur more 
frequently. Some protocols, like Wi-Fi, have collision-avoidance mechanisms that can detect other 
Wi-Fi signals and take turns using the radio channel.

Challenge

Most radio standards do not detect other network transmissions and cooperatively share channels. 
To make matters worse, as data transfers increase, networks spend more time sending data and the 
corresponding acknowledgments. This situation increases the chance of a device that cannot detect 
other protocols transmitting during a critical data transfer, resulting in colliding transmissions that 
can potentially cause errors and the need to retransmit data.

Figure 2. Different radio networks utilize different protocols, causing collisions when transmitting simultaneously.
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Designing the Coexistence Test
Implementing one or more techniques is essential to delivering reliable connected medical device 
and network performance. Testing these implementations is critical to producing the highest-
quality device. 

Achieve optimal field measurements 

• Use an RTSA to continually sample the spectrum.

• Perform a real-time FFT to identify the types of signals present. 

• Identify the strength of the signals present and their rates of transmission.

A good coexistence test plan should include the following steps: 

Step No. 1: Characterize the expected RF environment 

To characterize the expected RF environment, you must perform field measurements of the 
frequency band of interest. Because devices’ digital transmissions are very short, a traditional swept-
spectrum analyzer is often ineffective. The digital transmissions can come and go before the sweep 
even reaches the frequency in use and thus go undetected. Additionally, a swept-spectrum analyzer 
cannot reliably measure channel utilization. 

Engineers should use a real-time spectrum analyzer (RTSA) to make accurate field measurements. 
An RTSA allows the engineer to continually sample the spectrum with a high-speed analog-to-
digital converter (ADC). The instrument can then perform a real-time fast Fourier transform (FFT) to 
convert the data into a spectral view and identify the types of signals present. To accurately model 
the environment for the device under test (DUT), it is crucial to know what signals are present in the 
hospital or medical facility. It may also be useful to know the strength of those signals and rates of 
transmission (spectrum utilization). 
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Optimally define FWP

• Understand the device type, its application, and its normal operating behavior. 

• Determine the required functions the device must perform. For example, what does 
an intravenous infusion pump need to do to coexist?
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Step No. 2: Choose your test signals 

After identifying the signals that are present, you must select the type and number of signals needed 
to generate or model the coexistence test. This may mean choosing three tiers of test signals — for 
example, one Wi-Fi network passing data at the lowest tier, two Wi-Fi signals and one Bluetooth® 
signal at higher data rates, and three Wi-Fi and five Bluetooth® signals at the highest level. 

Step No. 3: Define the functional wireless performance

The next step is to identify the functional wireless performance (FWP) of the connected medical 
device. FWP is the metric that determines the success or failure of the device in a particular 
environment. It defines the important behavior required of the connected medical device in its 
radio channels. 

You must create a list of the device’s required functions, including the following:

• device startup and connection to the wireless network in the healthcare facility

• successful sending of status reports

• a specified number of data exchanges per minute while roaming between access points

The functional wireless performance requirements will depend on the type and application of the 
DUT and its defined normal operating behavior.
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Step 4: Choose the test’s physical format 

IEEE / ANSI standard C63.27 and the Association for the Advancement of Medical Instrumentation 
(AAMI) TIR69 outline four ways to configure test equipment for coexistence testing. Each 
configuration uses similar components: the DUT, the device that connects or pairs with the DUT, 
competing network devices, and a spectrum analyzer. The configuration to use depends 
on practical considerations, such as access to an external antenna connection on the DUT and 
whether the device will operate in a multiple-input / multiple-output network or whether it has 
directional antennas.

Choose the correct test format

• Make the selection based on practical considerations. 

•  Select the method that matches the accuracy you require or how accurately the 
method simulates the operating environment.

Conducted test method 

This method uses coaxial cables to connect the test equipment and the DUT. It is the most 
repeatable and quantitatively accurate test but the least realistic at simulating the operating 
environment. It is best suited for tuning the DUT hardware and firmware and measuring 
improvements resulting from the changes. 

Multiple chamber test method 

This method uses multiple non-reflective chambers to provide a calibrated field at the location of 
the DUT. It allows the test engineer to include the actual antennas for the device in the test and to 
control the radiated path loss. Additionally, the shielding effectiveness of this method eliminates 
other potential interference sources. 
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Radiated-anechoic chamber (RAC) test method 

This test method uses a large anechoic test chamber to ensure that the environment does not 
decrease the repeatability of results. This method provides additional information about how the DUT 
fails. Assuming the pattern of the radiating antenna is known, it is possible to determine which part 
of the DUT is susceptible to interference. With this information, the design engineer can revise the 
design and mitigate the risk caused by interference. 

Radiated open environment test method 

In this open-air test method, all equipment sits in an open area, with limited active radio networks 
other than those used in the testing. This is the least quantitative test of all four methods, but it 
is also the most realistic. However, it is vulnerable to disruption from unexpected signals and is 
therefore the least repeatable method. 

Running the Coexistence Test
Unlike EMC testing, coexistence testing focuses on the probability that the connected medical 
device can meet its FWP under the test conditions. It provides a measure of risk that a connected 
medical device will or will not perform properly under the modeled conditions. 

Depending on the test format, device designers and validation engineers can vary the conditions of 
physical separation, frequency separation, data rates, and formats defined in the FWP document. 
For example, a device designer might choose to vary the DUT signal strength at the receiving device 
from -40 to -90 dBm in steps of 5 dBm. 

The test engineer can vary the interfering signal over the same range of signal strength, increasing 
the interfering signal data rates at each step until the DUT fails to achieve the desired FWP goals. The 
test engineer may run each step for a certain period, looking for failures to meet FWP targets. The 
result will be a chart of the likelihood of coexistence as defined in the test design. 

Regardless of the test format, the test engineer would use a spectrum analyzer to measure and 
document the actual RF test conditions throughout the test. Use an RTSA to continually sample the 
spectrum with a high-speed ADC and then perform real-time FFT to convert the results to a spectral 
view, display the radio signals, and quantify the test environment.
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Conclusion
With billions of connected medical devices and other IoT devices already in use, interference 
is inevitable. Coexistence testing offers a way to test the ability of a device to operate in the RF 
environment, even when populated by devices using many different wireless standards. The IEEE 
/ ANSI C63.27 document standardizes how to perform this type of testing, and the AAMI TIR69 
document tunes this standard for medical applications based on risk. Engineers can use the methods 
defined in these documents to measure the actual performance of a wireless device in a mixed 
wireless environment. 

Because the impact of interference on medical devices can be life-threatening, device makers 
should use one or more of these methods to reduce risk and increase efficacy by quantifying and 
mitigating the risk of interference. 

Bluetooth® and the Bluetooth® logos are registered trademarks owned by Bluetooth SIG, Inc., and  
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